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Detection

e UPS at VIE opened a package:

. 2KG 10F1
AT
DATE: 24 AUG 2023

1210 WIEN
AUSTRIA

e

UENBURG ’
MANY
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Detection

* A-FIU contacted A-Customs -> Anti Fraud Office

* Money confiscated

* A-FIU contacted EPPO Munich (Hamed S.J.)
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Analysis

e Sender: UPS Access Point ,,Handy S.”

HANDY S
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Analysis

Handy-

Briinner StrafRe 12

1210 Wien, 21. Bezirk, Floridsdorf
Firmenwebsite
Telefon 004369910022318

e Sender: ,Handy S.”

Angebot Team

126 advertisements ——

126 Anzeigen

‘ Speicherkapazitdit =

‘ Entsperrt hd

‘ Suchagent aktivieren ‘ Preis hd

Neue Anzeigen per Benachrichtigung!

‘ Bundesland/Bezirk v

SUCHBEGRIFF & KATEGORIE
1 2 3 4 5
Suchbegriff

aJ

Suchbegriff

Kategorie

A HANT SR

L

Iphone 14 PRO

Computer / Software 2
Ga

Smartphones / Telefonie 123

Spo

123 types of mobile phones

Uhren / Schmuck &
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Weiter

@ iPhone 14 PRO /128 GB
SCHWARZ /HERSTELLER GA

€949

HANDY @I Eriinnerstralle 12 1211
Offnungszeiten: MO - FR durchgehen
Heute, 14:50 Uhr

1210 Wien, 21. Bezirk, Floridsdorf
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Analysis

e Sender: ,Handy S.”: text in the advertisement

SOLANGE DER VORRAT REICHT
NUR SCHWARZ FARBE

Wegen Farbe Bitte um vorherige Nachfrage
Cash onIy' =p NUR Barzahlung ist méglich (Wir nehmen keine Bankomat oder Kreditkarten)
* |

VERSAMND: Vorauszahlung
per Nachnahme (Bezahlung erfolgt erst bei Erhalt des Pakets)
per Nachnahme Express (wird spatestens am nachsten Werktag um 12:00 Uhr Mittag

zugestellt)

Fraud with mobile phones



"= Republic of Austria bmf.gv.at
Anti-Fraud Office

Analysis

* Receiver: Hamed S.J.
- COO of P. International plc.
- suspect in EPPO case 1.000002/21,

EPPO Munich, VAT fraud, MTIC fraud
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Analysis

* UPS:
- Packages from Handy S. to Hamed S.J.:
2022: 17 packages

2023: 36 packages

last 19 sent, X-ray pictures still available
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Analysis

* Examples of money in package

01.06.2023 27.07.2023 23.05.2023
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Actions

e -> Austrian case is part of EPPO Munich case
* House search together with P. International plc, Hamed S.J. on 28.02.2024
— 56 locations in DE, NL, EE, AL, SK, PT + AT
- 5arrestsin DE
— 1temporary arrest in AT
- Asset recovery: € 17 mio. bank accounts/properties

€ 15 mio. seized goods at P. International plc.
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Actions - Action day 28.02.2024 Austria

e -> Austrian case is part of EPPO Munich case
* House searches in Austria on 28.02.2024
— 4 |ocations:
e 2 Mobile phone shops

* 2 Residences
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Actions — Action day 28.02.2024 Austria

* Money found
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Actions — Action day 28.02.2024 Austria

* Money found
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Actions — Action day 28.02.2024 Austria
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Actions — Action day 28.02.2024 Austria

€ 200.000,-
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Actions — Action day 28.02.2024 Austria

about 200 mobile phones: € 200000,-

Fraud with mobile phones 17



"= Republic of Austria bmf.gv.at
Anti-Fraud Office

Analysis — T3 goods

* Many parcels were sent to AT and NL
* Goods where named ,T3 goods”
- Main customers in AT and NL

- no invoices, no registered deliveries

Example: chat with ,, Babbar”

Bro do you do T37?

in poland they can send?

Normali, people bring to me cash and pick up or bring to me cash and | ship to
Polen
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Analysis — T3 goods

* T3is ,cheaper”than T2

Example: chat with , Fuad”:

A=Fmomod md s

{13 800x Airpods Max zma @332

Farbe:
400 gray
355 silver
20x blue
20x pink
5x green

{12 200x max zma @347
100x Greay

100x silber
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Analysis — T3 goods

* 4 suspects in Austria : receiver of goods sent by Hamad S.J.

Handy S.

Fraud with mobile phones

I\

M. Mobile 1

M. Mobile 2

Tele S. 1+2
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Analysis — T3 goods

Lists of T3 sales: content of a package from S.J.

19.12.2022 Handy JJjjj}

1 |iPhone 14 pro Max 256GB Purple 35 1.470,00 € 51.450,00€
2 |iPhone 14 pro Max 128GB Purple 32 1.370,00 £ 43.840,00 €
3 |iPhone 14 pro Max 256GB Gold 2 1.470,00 € 2.940,00 €
4 [iPhone 14 pro Max 256GB Black 15 1.480,00 € 22.200,00 €
5 |Samsung A325 A32 128GB Black 10 188,00 € 1.880,00€
6 |iPhone 14 pro 128GB Black 15 1.275,00€ 19.125,00€
7 |iPhone 14 pro 128GB Silver 5 1.275,00 € 6.375,00 €
8 |iPhone 14 pro 128GB Gold 5 1.275,00 € 6.375,00 €
9 |iPhone 14 pro Max 128GB Black 10 1.380,00 € 13.800,00 €
10 |iPhone 14 pro Max 256GB Silver 5 1.470,00 € 7.350,00 €
11 |iPhone 13 128GB Midnight 10 710,00 € 7.100,00 €
12 |iPhone 14 256GB Starlight 1 895,00 € 895,00 €
13 |iPhone 14 pro 256GB Black 11 1.365,00€ 15.015,00 €
14 |iPhone 14 pro 256GB Purple 10 1.365,00 £ 13.650,00 €
15 |iPhone 13 pro 1TB Graphite 2 1.165,00 € 2.330,00€
16 [iPhone 14 pro Max 512GB Purple 2 1.800,00€ 3.600,00 £
17 |iPhone 14 pro Max 128GB Gold 2 1.370,00 € 2.740,00 €

220.665,00 €|
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Analysis — T3 goods

e Calculation of value of goods delivered to 4 customers — based on lists:

* An average value/delivery is calculated, then multiplied with number of deliveries
-> Handy S.: € 18,6 Mio
-> M.Mobilel: € 27 Mio
-> M.Mobile2: € 2,2 Mio

->T.S.: € 14,2 Mio

* Calculation of value of goods with ,weight method” showed similar results
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Actions - Action day 29.11.2024

-> Austrian case is (still) part of EPPO Munich case
— 10 locations in Austria
* 4 Mobile phone shops
* 6 Residences
-

- 5 locations in the Nederlands (2 shops delivered by Hamed S.J.)
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Analysis / Results

e Chats on mobile phone of Amer A. (Tele S.): Chat with ,,Milad Nederland”
| ]

should i make this ein rechnung oder?

No don’t make invoice

* Rechnung = invoice
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Analysis / Results

 Chats on mobile phone of Amer A. (Tele S.): Chat with Bayram O., both suspects

From: +43¢ ilea L le (OWner)
To:+42°"" "~ """~ "7 Bayram

Meine Bruder bringt Geld fur Niederland wo lassen in deine Geschaft oder wo sag mir
bitte

-> My brother brings (the) money for the Nederlands, where do we place (the
money), in your store, or tell me please”
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Analysis / Results

bmf.gv.at

 Chats on mobile phone of Amer A. (Tele S.): Chat with Bayram O., both suspects

Billing: Amer A. buys from Bayram O.

Fraud with mobile phones
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Analysis / Results

 Chats on mobile phone of Amer A. (Tele S.): Chat with Bayram O., both suspects
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Analysis / Results

e Chat on mobile phone of Amer A. (Tele S.): Chat with ,,Abu W.”, shop owner

Billing:
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Analysis / Results

¢ Computer of Bayram O: list of shops he sold mobile phones to
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Results — further action

* 4 Suspects not only sold mobile phones to final consumer (via ,willhaben.at“ and
shop), but also to other shops

* Most of it T3 goods — only small turnovers declared
e Connection to the Nederlands (?)
e Tax audits need to be done (4 suspects)

- Turnover with T3 goods at least € 50 mio,

—>Tax loss (VAT) = € 10 mio
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Thank you for your attention!

Wolfgang Kolar
Anti-Fraud Office/ VAT Fraud Task Force
Wolfgang.kolar@bmf.gv.at
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