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1. Motivation



Anomaly Detection for Prevention of Noncompliance

 Anomalous behavior often relates to @

) o Data
noncompllant activities

* Anomaly detection is state-of-the-art in ¥
70
fight against credit card fraud %_%:?
Anomaly

- PayPal, AMEX, Visa, etc. are known to use
anomaly scores to identify fraudulent
transactions

: Detector :

.

Anomaly

\. Score

Su evised
odel

* Anomaly scores are common features for

risk analysis in diverse tax areas

Illustration: Anomaly Score as Feature



2. Autoencoder Basics



Autoencoder — Intuition




Autoencoder — Architecture

X g(h(x))

* Neural network composed of two components
— Encoder: Compresses the input data in a low-

dimensional representation I T R

— Decoder: Reconstructs the input data from the low-
dimensional representation

* The most important patterns and features are
automatically extracted and stored in the

compressed representation — T

¢ Anomalous data is reconstructed worse than Encoder Decodir
normal data—> Reconstruction error serves as h() 9()
anoma Iy score lllustration Autoencoder. Source: van Engelen, Jesper E. and Holger H. Hoos. “A

survey on semi-supervised learning.” Machine Learning 109 (2019): 373 - 440



Autoencoder — Customs and Tax Administration

* Autoencoders help to automatically identify unusual tax returns (corporate tax, income tax,

VAT, etc.) and customs declarations

1. Compression of declarations x = (x4, ..., X,;) to few key numbers z = (z4, ..., z;;;)
2. Decompression of xto X = (X, ..., Xp,)
3. Computation of reconstruction error

- Overall: ReErr(x,X) = 7= (x; — J?i)z

- On feature-level: ReErr(x;, X;) = x; — X;



3. Applications



Value Added Tax

* In Austria, companies submit their preliminary

VAT return on a monthly/quarterly basis

* It‘s an overview of the value added tax

- collected from customers (output tax)

- paid on business-related acquisitions (input tax)

* The difference of the overall collected and paid
VAT is the amount of money that has to be paid to

or refunded by the tax office

To
Finanzamt Osterreich, Postfach 260, 1000 Wien
fiir GroBbetriebe, Postfach 251, 1000 Wien

Please fill out in CAPITAL LETTERS and only in black or biue colour. Amounts in euros and cents (right-aligned).
It is also permissibie in this statement to use the language of a recognised ethnic group.

Receipt note |

Tax number

COMPANY NAME/TITLE

l

-
Statutory provisions without further designation refer to the Austrian Value Added Tax Act 1994. \

You can find more detailed explanations in the form U 1a. ®
Information on electronic filing of returns can be found at bmf.gv.at or directly at FinanzOnline (| 3

inanzonline.bmf.gv.at).

Information on sales tax can be found at bmf.gv.at under Findok - Guidelines - (Sales Tax Gi 2000) and under Taxes
- Self-employed Entrepreneurs - Sales Tax. k \ <
VAT return for 2024 o
N -0 check the relevant box.

ADDRESS and telephone number ‘}‘ &
The company includes subsidiary companies . év

- 1 O 2

yes if yes, number of controlled companies ‘ [~
For a fiscal year different from the calendar year (fill in only in these ’b‘
explain the eamnings for the fiscal year

MM 111 MM]JJ]q“o MMIJ1 1) MMIJI11]
U I S O B < O O S B
&\

N Tax base 1) Amounts in
Calculation of sales tax: ! 09 euros and cents
Supply of goods, other services and seif v: 4O ]

a) Total amount of the tax base for ti &'ind 2024 for supply of goods
and services and other services ing -supply listed below) including
down payments (each without { add ) 000
\
b) plus self-supply (Secﬁtxl*ra,‘l i } Section 3 Para. 2 and Section 3a Para. 1a) [2]| 001 | +
) less sales for whi liabili rding to Section 19 paragraph 1 second sentence
and according ts 19 raphs 1a, 1b, 1c, 1d and le passed to the beneficiary. [3]| 021 | —

Illustration VAT Return
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Value Added Tax — Supervised Models

Currently, we use autoencoder reconstruction errors of VAT data in two models:

* Risk Scoring: Preliminary VAT Return

- Goal: Identification of VAT returns where an audit leads to significant additional tax revenue

* Risk Scoring: Missing Trader Intra Community (MTIC) Fraud

- Goal: Identification of companies involved in MTIC fraud

- Fraud pattern: Company B (missing trader) buys goods free of input tax from intra-community company
A, sells them to a company in the same country and disappears before delivering the collected output
tax to the tax office.

11



Value Added Tax — Data Selection/Preparation

Selection of actual data

— Preliminary VAT returns of the previous two
years

—  No COVID effects

Removal of sparse tax numbers (different

from zero in less than, e.g., 4% of the cases)

- Often difficult to reconstruct and of limited
utility

(Optional) Removal of noncompliant VAT

returns

— Some VAT returns are known to be
noncompliant from previous tax audits

— ldeally, the learning should be from normal,
i.e., compliant VAT returns

VAT_g9 Payment debit/credit

VAT _29 Sales - 10% tax rate

VAT 11 Sales - export supplies

VAT_17 Sales - intra-community supplies

VAT _22 Sales - 20% tax rate

VAT _6o Total amount of input taxes

VAT_65 Input taxes from intra-community acquisition of goods
VAT_72 Intra-community acquisitions - 20% tax rate

VAT_73 Intra-community acquisitions - 10% tax rate

Excerpt of VAT Numbers
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Value Added Tax — Data Normalization

* Key challenge: detection of relevant * Normalization: divide by sum of all acquisitions
anomalies and not just any anomalies and sales at row level to achieve anomaly
detection independent of company size

VAT Audit: ReErr vs. Compliance VAT Audit: ReErr vs. Compliance
(without data normalization) (with data normalization)

Reconstruction Error
Reconstruction Error

Compliant Noncompliant Compliant Noncompliant

13



Value Added Tax — Temporal Dependencies

* |dea: Consider the history of tax numbers. Is * Solution: For each tax number, include also its

the current VAT return suspicious compared

to past ones?

ReErr 10%-Quantile-Buckets

00 :3491E-6-

01:254E-5-

02 :3624E-5-

03:5308E-5-

04 :736E-5-

05 :1.202E-4 -

06 :1743E-4 -

07 :2.149E-4 -

08 :7788E-4 -

09 :2542E-3-

VAT Audit: ReErr vs. Compliance
(without temporal dependencies)

2537E-5

3624E-5

5.308E-5

7 357E-5

1201E-4

1.743E-4

2.148E-4

7.788E-4

2542E-3

1166274

00

02

03

04

05

06

07

08

ReErr 10%-Quantile-Buckets

09

Percentage of Noncompliance

1851E-6-

01:901E-6-

11524E-5-

:1635E-5-

1838E-5-

:2.354E-5-

:3.725E-5-

‘6813E-5-

“1132E-4-

7.116E-4 -

mean value over the previous 12 months

VAT Audit: ReErr vs. Compliance
(with temporal dependencies)

9.006E-6

1.524E-5

1635E-5

1.838E-S

2.354ES

3.724E-5

6.813E-S

1.132E-4

7114E-4

28.84959

Percentage of Noncompliance
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Value Added Tax — Variable Selection

Selection of variables where anomalies correlate with compliance

ReErr 10%-Quantile-Buckets

Based on expert knowledge
Based on dependence analysis and retraining

MTIC Fraud: ReErr vs. Fraud
(without variable selection)

00:1736E-5-5915E-5

01:5.972E-5-9.792E-5

02:985E-5-1731E-4

03:1744E-4 - 2516E-4 3 |
04 :2516E-4 - 4626E-4

05:476E-4-1.044E-3 ‘

06 : 1.044E-3- 1802E-3

07 :1829E-3-3.37E-3

08 :337E-3- 0088539

09 : 0092693 - 1157059

Percentage of Noncompliance

ReErr 10%-Quantile-Buckets

MTIC Fraud: ReErr vs. Fraud
(with variable selection)

00 :1.333E-6 - S.524E-6

01:5534E-6 - 9.928E-6

02:9973E-6 - 1.393E-5

03:1394E-5-2.023E-5

04 :2.036E-5 - 290SE-5

05 : 2.922E-5 - 4 204E-5 h
06 : 4 257E-5 - 6.99E-5

07 : 7.0SE-S - 1.008E-4

08 :1032E-4-3091E-4
09 : 3.099E-4 - 0417338

Percentage of Noncompliance

15



Value Added Tax — Results

* Risk Scoring: VAT Return

- Feature importance: Reconstruction errors belong to the top 20%
- Most important ReErrs: VAT_60 (input taxes), VAT 72 (intra-community acquisitions), VAT 22 (sales - 20% tax rate), ...

- Individual ReErrs exceed the overall one in importance

* Risk Scoring: Missing Trader Intra Community (MTIC) Fraud
- Feature importance: Reconstruction errors belong to the top 25%
- Most important ReErrs: VAT_65 (input taxes from intra-community acquisitions), VAT 22 (sales - 20% tax rate), ...

- Evaluations have shown that including ReErrs leads to a significant increase of model accuracy

16



Import Customs

*  Common noncompliant behaviors to reduce customs duties:
- Misclassification: Selection of a commodity code with a lower tariff rate

- Undervaluation: Declaration of a lower customs value (assessment basis for customs duty including invoice amount of
the item + transport costs to EU border etc.)

*  We perform a risk scoring of items for misclassification and undervaluation

* Autoencoder anomaly scores based on various variables:
- Commodity code
- Country of origin
- Type of transport to EU border (maritime traffic, rail transport, ...)
- Mass (in kg)
- Customs value

- Additional import duties (e.g.: anti-dumping duty)

17



Import Customs — Data Preparation

Similar to the VAT data, but additionally:
* Dummy coding of categorical data (merge rare categories into one)
e Standardization with respect to commodity code
- Commodity code is an essential variable since it determines customs duties

- Dummy coding is not an option since the number of different categories is huge and

imbalanced, which makes it hard to learn useful embeddings

- Current solution: Smooth standardization of variables per commodity code

18



Import Customs — Smooth Standardization

Smooth standardization: [i;° =

__smooth-fg+n;"R; ~s _ Smooth-G+n; 0

smooth+n; ' ' smooth +n;

A

[, 1;: overall and groupwise mean
O_ AN

~

, 0;: overall and groupwise standard deviation

smooth, n;: smoothing parameter and groupwise sample size

* Advantages

The influence of the commodity code on size and scale is removed

Product groups with extraordinary large/small values are not
necessarily considered as anomalous

Rare groups get useful mean and variance estimates due to
smoothing

10} *x Groupl x
x  Group 2
% Group 3

% Groupl
% Group2
% Group3

-2 %

-3 -2 -1 ] 1 2 3

(Smooth) Groupwise Standardization
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Import Customs — Results

* Feature importance
- Reconstruction errors belong to the top 25% for undervaluation

- No notable importance for misclassification

* Most important ReErrs: Transport costs to EU border, type of transport to EU border (rail
transport), overall RekErr, etc.

* Next Step: Find a better way to include commodity codes

20



Corporate Tax & Income Tax

*  We perform a risk scoring of

- corporate tax returns (legal entities, i.e., companies)
and

- income tax returns (natural persons, e.g., employees,

self-employed individuals, etc.)
including:
o Attachments for business income
o Attachments for renting and leasing of real estate

o ..

* Autoencoders are used for anomaly detection

at book value (tick where opplicable and complete ftem 8)

_[ n the fiscal Year, Dne of More properties were removed from the business assets at book value.

income and
value, a negative sign (*-*) must be indicated.

‘expenses unsigned must be stated. Only if a ratio results in a negative

Amounts in euras and cents

Income/operatng income (procseds from goods/senvies) exchting those recorded in

n pursuant to 1092 - EKR 40-44 - including own consumption (wlmdmwa\
vames from current asse«s) '8¢ auware thats Tis cooe must be ied ol (secton 61 pors
5 FFC). If necessary, enter the valie "0

s [9040]

Earnings/income recorded in a notification pursuant 1o section 109a
EXR 40-44 Please note: This code must be filled out (section 61 para. 5 FFC).

Only for VAT gross system: VAT paid for supples and other services

If necessary, enter the valve 0", s 9050
Investment income/withdrawal values from fixed assets. &
EKR 460-462 before any resolution to 463465 or 783 (28 ‘9050 &
-
Only for Intemally produced and capltalised assets
EKR 458-459 21 ‘9070 N Ko
Only for balance sheet accountants: Inventory changes . 0\
EKR 450-457 Je2) ‘9080 X
Other income/operating income (e.g. finandial income, profit shares from a slent partnership) - '\§)
Balance (For VAT gross system: incl. VAT credit, but without code 9093) [z 9090 6 < .

(Attention: Only fill in if the operating income s stated without VAT) D) ‘909

v O
Total expenses/operating expenses (does nat have to be filled in) "Q o,
Expenses/Operating Expenses il @

Goods, raw materials, auxiliary materials
EKR 500-539, 560

Provided personnel
EXR 570-579, 581, 750-753

1 (external personnel) and extemal services Q .

P
Ny

@

Depreciation of fixed assets (e.g. depreciation, low-value assets, EKR 700 -

=
ﬁm:lﬂz‘penses ("own persannel™) e& & 9120

EKR 72

are under code 9134 and/or 9135, must be recorded. o t‘ s 9130
QO o

Declining depreciation for wear (section 7 para. 1) _,& P > 3 9134

o

Aot depecton of buking oo s, s andhgn 13 451) ) 9135

Only for ta the extent that

they exceed the customary Mmmanms in the comy 7 d allowances for

receivables, to the extent that they should not be in 142 132 9140

of flat-rate vak B -
Be aware that: For reversals, the amount, EUERR with @ negative sign. 51 9142
Maintenance (maintenance costs) for bunl \

Travel expenses including lmlnaqzw )vy allowances (but not actua motor
vehice costs) EXR 734-737

54 |9160|

55 |9165]

5 [9170|

ot rte: o 50% o the cotaliet ﬂlh or annual mess trensit pass
Actual motor vehicl reciation for wear and teas, leasing and mileage
aliovance) EKR 731 X
Rental and leasipg, exBense B
47

a7 9180

EXR 740-743,
Commiss hid partes, icence fees
EKR, 748-749 3 9190
lg and representation expenses, donations, tips not to be recorded under
9243 to 9209 =
EKR 765-760 5 9200
Book value of disposed assets -
EKR 782 o \9210
Work room
Mo entry may be made under code 9215, 9216 or 9217. Can only be deducted if the .
study is the centre of alf business activity. 41 9275

Excerpt of Income Tax Return

21



Corporate Tax & Income Tax - Results

Renting and Leasing of Real Estate: ReErr vs. Compliance

* Overall reconstruction error belongs
to the most important variables in
supervised models

Percentage of Noncompliance

e Strong correlation with the target
variable as illustrated in the figure on
the right L S =

0 5 10 15 20 25
Reconstruction Error 4%-Quantile-Buckets (low to high)

22



Pay Slips

*  We perform a risk scoring of pay slips considering
- wage-related taxes and
- social security insurance contributions

* Autoencoders are used for anomaly detection

* Reconstruction errors belong to the most important
variables in supervised models

Pay Slip — Tax-Free Income : ReErr vs. Compliance

ReErr 10%-Quantile-Buckets

Percentage of Noncompliance

Lohnzettel sir den zeitraum

TT MM T T MM

vom I I bis I IZBZS

- Fiillen Sie dieses Formular nur mittels Tastatur und
chirm aus - Betragsfelder in Euro und Cent

- Die stark umrandeten Feider sind jedenfalls auszufilien
- Zutreffende Punkte sind anzukreuzen

Arbeitnehmer*in:
FAMILIEN- ODER NACHNAME

VORNAME TITEL

ADRESSE

Gewahrung Start-Up-Mitarbeiterbeteiligung
im Kalenderjahr in %
Gesamte Hishe der Beteiligung zum 31.12. in %

[ zufuss nach § 67a Abs. 3
[] Beendigung Dienstverhaitnis ohne Zufluss § 67a Abs. 3Z 2
[] Freiwiliger Lehnsteuerabzug gem. § 47 Abs. 1 lit. b

[] Pauschate Lohnsteuer § 70 Abs. 22 2

Bruttobeziige geméB § 25 (chne § 26 und ofne § 3 AbS. 12 16D) wooerereseversensecssssessnnie

Steuerfreie Beziige gema § 68

G = ohne Bezeichnung beziehen sich auf das EStG 1988

Bezugs/ pensionsauszahlende Stelle:
Steuemummer

10-stellige Sozialversicherungsnummer It. e-card

Soziake Geburtsdatum
Stellung (TTMMI133)

weiblich inter/divers/ Vollzeit

U O e O

[ ménnlich [ meilzeit

AVAB wurde be- AEAB wurde be- erhdhter PAB wurde
riicksichtigt (J/N) riicksichtigt (/N) | | beriicksichtigt (J/N)

Anzahl der Kinder gemaB § 106 Abs. 1, wenn AVAB oder
AEAB bericksichtigt wurde

vers-Nr. der*des

AVAB/erhdhter PAB: | |
Vi

Partners*in

Geburtsdatum der*des | |
Partners*in (TTMMI21)
erhshter VAB wurde Familienbonus Plus wurde
beriicksichtigt (J/N) berlicksichtigt (J/N)

] Anzahl der Kinder fur
Telearbeitstage Familienbonus Plus
Anzahl der Kinder mit Zuschuss zur Kinderbetreuung l:l

]
... [215] -

Bezlige gemsh § 67 Abs. 1 und 2 (innerhalb des Jahressechstels sowelt nicht nach § 67 Abs. 10

versteuert) und gemaB § 67 Abs. 5 zweiter Tellstrich (rnerhall,des Johreszuriils), vor Abszug der [zm]-
—

Sozialversicherungsbeitrage (SV-Beitrage

Insgesamt fiir chtige Einkinfte einbenalter
SV-Beitrage, Kammerumiage, WohnDaufarderung .................

.

Abziiglich einbehaltene Sv-Beitrége: . ‘
fir Beziige gemaB Kennzahl 220 ........... . 5=

fur Beziige gemaB § 67 Abs. 3 bis 8 (ausgen. § 67 Abs. 5

230 -‘ ‘

zweiter TS) sowie § 3 Abs. 1 Z 35, soweit >|eueﬂ‘rw bzw.
mit festem Steuersatz versteuert ..

Excerpt — Pay Slip
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Final Notes

* Autoencoder architectures
-  We used rather small architectures
- Between 2 and 7 hidden layers

- Less than 100 nodes with tanh activation per hidden layer

* Challenges to look for alternative solutions
- Sparse variables — Current solution: removal with sparsity threshold

- Categorical data with many classes — Current solution: smooth standardization

* Totryout
- Consideration of full temporal history of variables

- First tries without models specifically designed for time series data did not show advantages

24



Thank you for your attention!
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